
Challenges addressed by WSAN4CIP: 
 
WSAN methodology and design 

 

Sensor node protection 

Dependable sensor networking 

Dependable sensor service 

On-site demonstrators 

WSAN4CIP is an FP7 STREP project, which is partly funded by 
the European Commission. It started on 1 January 2009 with 
a duration of 3 years and a total budget of 4 million euro. This 
flyer expresses the views of the WSAN4CIP consortium; the 
European Commission has no responsibility for its content.

WSAN4CIP aims at substantially advancing the 
technology of Wireless Sensor and Actuator 
Networks (WSANs) beyond the current state of 
the art and to apply this technology to Critical 
Infrastructure Protection (CIP).

Objectives of the project:

•  Enhance the reliability of critical infrastructures
by providing reliable and trustworthy data to the 
control center of the CI.

•  Increase the dependability of critical infrastruc-
tures security, by providing selfhealing and 
dependability modules for WSAN.

•  Provide a dependability engineering methodo-
logy and appropriate tool support.

•  Demonstrate the feasibility of our approach
using: I) energy generation and distribution, and 
II) drinking water distribution, as representatives 
of critical infrastructures.
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Today, Critical Infrastructures, like power and water 
distribution networks, have become difficult to 
protect, due to growing complexity and increased 
threats.

The rapid development of wireless sensor technolo-
gies offers now cost-effective ICT solutions to 
enhance the dependability of Critical Infrastructures 
(CIs).

The WSAN4CIP project aims to demonstrate the 
benefits of wireless sensor technology for the pro-
tection of Critical Infrastructures. This shall build 
the necessary trust for utilities to deploy WSANs for 
CI protection.


